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Introduction:

There is risk and opportunity in everything we do.  As the environment in which we operate changes, risks and opportunities change.  Effective risk management is a means of monitoring those changes.

This document outlines the process involved in conducting a risk assessment and has been designed to better assist managers achieve their objectives, and to contribute to the continuous improvement of performance throughout the Department.

Risk Management Policy Statement:

The Department of Education and Training’s objective is to manage risks to minimise the exposure of itself and its stakeholders to any event, or set of occurrences able to cause adverse effects, while concurrently maximising the efficiency and effectiveness of its operations in accordance with best practice.  

The Department is committed to the management of risk to ensure the protection of its:

· Clients and stakeholders;

· Employees and associated intellectual capital;

· Business objectives;

· Environment;

· Quality of service;

· Assets and intellectual property;

· Contractual and statutory obligations;

· Image and reputation.

Risk management is regarded as an integral part of sound management practices and must be fully integrated into the Department’s policies and procedures and business plans.  It should not be seen, or practiced, as a separate program.  

This approach is directed to achieving best practice in balancing the control of risks and maximisation of opportunities to which the Department may be exposed.  

Risk Management in the Department:

The department has developed and implemented a framework to systematically identify, measure and manage risk in accordance with the Australian and New Zealand Risk Management Standard (AS/NZS 4360:2004).

All personnel are responsible for managing risks in their area of control.  The Risk Management and Audit unit will facilitate the process and provide assistance and guidance, but responsibility resides with the personnel in each area concerned.

The Risk Management and Audit unit will provide training in risk management and facilitate workshops for any areas requiring assistance.

Risk management is applied at several levels:

1. Department wide.

2. Network.

3. Procurement and Contract.

4. Information Technology.

Departmental:

Organisation wide annual strategic risk assessments will be conducted to develop an overarching Risk Management and Audit Plan (RMAP) endorsed by the Audit Committee.

Network:

It is the responsibility of each network to undertake risk assessments on a regular basis.  These are often incorporated into the annual RMAP.  A risk assessment is required for:

1. any new business system, application or major upgrade at the project concept stage and prior to commencement of the project.

2. whenever a significant policy change is envisaged or imposed on the department.

3. any significant mechanism of government change.

Procurement / Contract:

Networks are required to complete a formal risk assessment for any procurement or contract in excess of $100,000, prior to its approval and ratification.

IT risk assessments:

Information technology risk assessments are regarded as special reviews.  These will be identified in the RMAP and conducted as necessary and separately from the other updates.  

RISK MANAGEMENT GUIDELINES

The following diagram illustrates the risk management framework for the Department of Education and Training.  The framework closely aligns with AS/NZS4360:2004.
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Glossary of terms

(AS/NZS 4360:2004)

Control:

An existing process, policy, device or practice that acts to minimise negative risk or enhance positive opportunities.

Control assessment:

Systematic review of processes to ensure that controls are still effective and appropriate.

Event:

Occurrence of a particular set of circumstances.

Frequency:

A measure of the number of occurrrences per unit of time.

Hazard:

A source of potential harm or a situation with a potential to cause loss.

Consequence:

Outcome or impact of an event.

Likelihood:

A general description of probability or frequency.

Loss:

Any negative consequence or adverse effect, financial or otherwise.

Monitor:

To check, supervise, or record the progress of an activity or system on a regular basis to identify change.

Residual risk:

The remaining level of risk after risk treatment measures have been taken.

Risk:

The chance of something happening that will have an impact upon the Department’s objectives.  It is measured in terms of likelihood and consequence.

Risk analysis:

A systematic process to understand the nature of and to deduce the level of risk.

Risk Criteria:

Terms of reference by which significance of risk is assessed.

Risk evaluation:

Process of comparing the level of risk agaiinst the risk criteria.

Risk Identification:

The process of determining what, where, when,why and how something could happen.

Risk Management:

The culture, processes and structures that are directed towards realizing potential opportunities whilst managing adverse effects.

Risk Management Process:

The systematic application of management policies, procedures and practices to the tasks of communicating, establishing the context, identifying, analysing, evaluating, treating, monitoring and reviewing risk.

Risk reduction:

Actions taken to lessen the likelihood, negative consequence, or both, associated with a risk.

Risk retention:

Acceptance of the burden of loss, or benefit of gain from a particular risk. 

Risk transfer:

Shifting the responsibility or burden for loss to another party through legislation, contract, insurance or other means.  Risk transfer can also refer to shifting a physical risk or part thereof elsewhere.

Risk treatment:

Process of selection and implementation of measures to modify risk.

Stakeholders:

Those people and organisations who may affect, be affected by, or percieve themselves to be affected by a decision, activity or risk.

SWOT analysis:

Provides an assessment of an organisation’s Strengths, Weaknesses, Opportunities, and Threats to provide a snapshot of the present and a view of what the future may hold.

STEP 1.
Establish the context:
Establish the strategic, organisational and risk management context in which the rest of the process will take place.  Internal and external stakeholders and their objectives are defined at this stage of the process.  The overall objectives of the project or activity are determined along with the scope, resources and timeline.  Criteria against which risk will be evaluated should be established and the structure of the analysis defined.

a. Strategic and Organisational Context:

Define the relationship between the Department and its environment, identifying the Department’s strengths, weaknesses, opportunities and threats.  This could include Government, the economy, financial markets, employer groups, unions, the physical environment, technology, media, customers and providers.

Identify the internal and external stakeholders, and consider their objectives, taking into account their perceptions, and establish communication policies with these parties.  The Department should seek to determine the crucial elements, which might support or impair its ability to manage the risks it faces.

The organisational context takes into account the Department’s goals and objectives and the strategies that are in place to achieve them.

There should be a close relationship between the Department’s mission and strategic objectives and its management of all risks to which it is exposed.  Strategic risk management involves the evaluation and prioritisation that links the strategic planning process to operational planning.

b. Risk Management Context:

The goals, objectives, strategies, scope and parameters of the activity, or part of the Department, to which the risk management process is being applied, should be established.  The following should be undertaken:

· Define the project and set objectives.

· Define the extent of project in time and location.

· Identify any studies and resources required.

c. Risk Evaluation Criteria:

Decide the criteria against which risk is to be evaluated.  These criteria will be used during the risk evaluation phase.  It is not necessary that all facets be articulated at this stage, however the major issues should be acknowledged.

d. Stakeholder identification:

When identifying the stakeholders you should consider the following:

· Decision-makers.

· Individual who are, or perceive themselves to be, directly affected by a decision or activity.

· Individuals inside the organisation, such as employees, management, senior management, and contractors. 

· Union or staff representative groups.

· Partners in the decision, such as financial institutions or insurance agencies.

· Regulators and other government organisations that have authority over activities.

· Politicians with an electoral or portfolio interest.

· Business partners.

· Clients and customers.

· Suppliers and service providers.

· Media, who may either be stakeholders or conduits of information to other stakeholders.

· Individuals or groups interested in issues related to the proposal.

e. Some questions to ask when establishing the context:

· What is the policy, program, process or activity?

· Who are the key stakeholders?

· What are the major outcomes expected?

· What are the dollar values?

· What are the strengths and weaknesses?

· What are the major threats and opportunities the program presents?

· What are the significant factors in the internal and external environment? (This should include the geographic, economic, political, environmental, social and technological factors that could affect the process.)

· What is the best way to structure the risk identification phase?

· What problems were identified in previous reviews?

· What risk criteria should be established?

STEP 2.
Identify the risks:


Identify what, why and how things can arise as the basis for further analysis.  This step should identify any risks arising from the operating environment identified in the previous step and generate a comprehensive list of risks that could impact on those objectives.

This step should be documented using the Risk Identification and Analysis Worksheet at Annex A.

Risk Areas:

Nine key risk areas should be addressed when conducting any risk identification process.  

These areas are:

1. Commercial and legal risks;

2. Economic / Financial risks;

3. Technology risks;

4. Operational risks;

5. Political risks;

6. Management activities / control risks;

7. Human resource risks;

8. Occupational Health & Safety / Environmental / Disability access risks; and

9. Natural events.

To reduce the probability of inadvertently missing a potential risk, it is recommended to systematically identify risks under each of the above headings for your activity or project.

Some recommended methods for identifying risks include:

· Audits or physical inspections.

· Accident / Incident reports.

· Brainstorming.

· Decision trees.

· History.

· Interview / focus groups.

· Personal or organisational experience.

· Scenario analysis.

· Strengths, weaknesses, opportunities and threats (SWOT) analysis.

· Survey or questionnaires.

Some questions to ask when identifying risks:

· When, where, why, and how are the risks likely to occur?

· What is the source of each risk?

· What are the stakeholder’s expectations?

· What is the potential cost in time, money and disruption to customers of each risk?

Some general examples of potential sources of risk by risk area include:

	
	RISK AREAS

	
	Commercial and Legal
	Economic/ Financial
	Technology
	Operational
	Political
	Management controls
	Human  Resources
	Natural events
	OH&S / Environmental/ Disability access

	1
	Fraud
	Regional instability
	E-commerce
	Inappropriate client advice
	Political decisions effecting business activity
	Inappropriate project objectives
	Loss of key staff
	Earthquake
	Inadequate safety measures

	2
	Outsourcing
	Delegations
	IT infrastructure
	Security of personnel
	On-going scrutiny by media
	Breach of procedure
	Employee relations
	Storm / tempest
	Poor safety management

	3
	Negligence
	Devolved responsibilities
	Information security
	Reduction in client service
	Terrorist activity
	Inappropriate use of resources
	Performance management
	Flood
	Inadequate equipment/ facilities

	4
	Breach of contract
	Misuse of funds
	Innovation
	Commercial espionage
	Community perceptions
	Mismanagement
	Violence
	Bushfires
	Contamination

	5
	Breach of statute
	Currency fluctuations
	Obsolescence
	
	
	
	
	
	Pollution

	6
	
	Misappropriation of funds
	
	
	
	
	
	
	Noise


STEP 3.
Assess the risks:
The objective of this Step is to separate the minor acceptable risks from the major risks and provide data for the subsequent treatment of those risks.

For each risk identified in Step 2 determine the existing controls and analyse the risk in terms of consequence and likelihood in the context of those controls.  The analysis should consider the range of potential consequences and how likely they are to occur.  Consequence and likelihood are combined to produce an estimated level of risk.

The estimated levels of risk are compared against the criteria established in Step 1 and a prioritised list of the risks requiring further action is prepared.  

The following table can be used for assessing the consequence and likelihood.  Whilst the numeric rating scale should be applied consistently for each activity or project evaluated, the detailed descriptions contained in the table is provided as an example only and will need to be altered to suit the specific activity being assessed.

Risk Assessment Matrix – Level of Risk

	
	
	
	
	
	
	Consequence

	
	
	
	
	People
	Injuries or ailments not requiring medical treatment.
	Minor injury or First Aid Treatment Case.
	Serious injury causing hospitalisation or multiple medical treatment cases.
	Life threatening injury or multiple serious injuries causing hospitalisation.
	Death or multiple life threatening injuries.

	
	
	
	
	Reputation
	Internal Review
	Scrutiny required by internal committees or internal audit to prevent escalation.
	Scrutiny required by external committees or ACT Auditor General’s Office, or inquest, etc.
	Intense public, political and media scrutiny. Eg: front page headlines, TV, etc.
	Assembly inquiry or Commission of inquiry or adverse national media.

	
	
	
	
	Business Process & Systems
	Minor errors in systems or processes requiring corrective action, or minor delay without impact on overall schedule.
	Policy procedural rule occasionally not met or services do not fully meet needs.
	One or more key accountability requirements not met. Inconvenient but not client welfare threatening.
	Strategies not consistent with Government’s agenda. Trends show service is degraded.
	Critical system failure, bad policy advice or ongoing non-compliance. Business severely affected.

	
	
	
	
	Financial
	1% of Budget 
or <$5K
	2.5% of Budget 
or <$50K
	> 5% of Budget 
or <$500K
	> 10% of Budget 
or <$5M
	>25% of Budget 
or >$5M

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	Insignificant
	Minor
	Moderate
	Major
	Catastrophic

	
	Numerical:
	Historical:
	
	
	
	1
	2
	3
	4
	5

	Likelihood
	>1 in 10
	Is expected to occur in most circumstances
	
	Almost Certain
	5
	6
	7
	8
	9
	10

	
	1 in 10 - 100
	Will probably occur
	
	Likely
	4
	5
	6
	7
	8
	9

	
	1 in 100 – 1,000
	Might occur at some time in the future
	
	Possible
	3
	4
	5
	6
	7
	8

	
	1 in 1,000 – 10,000
	Could occur but doubtful
	
	Unlikely
	2
	3
	4
	5
	6
	7

	
	1 in 10,000 – 100,000
	May occur but only in exceptional circumstances
	
	Rare
	1
	2
	3
	4
	5
	6


An evaluation of each risk is now undertaken to determine those risks that are acceptable and those that require further treatment.   This step should evaluate the level of risk found with the criteria established in Step 1 (Establish the Context).  

Some reasons why a risk may be acceptable include:

· The level of risk is so low that specific treatment in not suitable given the available resources.

· There is no treatment available.

· The costs of treatment outweighs the benefit.

· Opportunities presented outweigh the threats to such an extent that the risk is acceptable.

Those risks requiring further action are prioritised for treatment in Step 4.  Those risks accepted, are noted and monitored in accordance with Step 5.

STEP 4:
Treat the risks:


Accept and monitor low priority risks.  For other risks, that is, those rated a 6 or higher develop and implement a specific management action plan that includes consideration of funding.  The plan should use the Risk Treatment and Action Plan at Annex B 

The treatment options include:

· Avoid the risk by deciding not to proceed with the project or activity.  This may only occur within legislative requirements and business agreements.

· Reduce the likelihood of the occurrence. eg contract conditions, supervision, technical controls, compliance programs, procedure manuals, quality control manuals, training, etc.

· Reduce the consequence of the occurrence. eg contingency planning, fraud control planning, relocation of an activity or operation, etc.

· Transfer the risk to another party. eg use of contracts, insurance, partnerships, etc.

OH&S Treatment

For occupational, health and safety risks, the following prioritised treatment measures are to be followed:

	
	1. Elimination - remove the hazard or risk of exposure. 

2. Substitution/isolation - use something less hazardous or provide a barrier between hazard and person.

3. Engineering – new or modify equipment - eg. using trolleys or other equipment for carrying or lifting, guarding on machinery.

4. Administrative - provide training, policies and procedures for safe work practices, rest breaks, job rotation.

5. Personal protective equipment (used as a last resort and in conjunction with one of the above) - eg. goggles, gloves, respirator.


Risk Transfer

Where the Department seeks to transfer risk to another party, this will be undertaken in the following order of priority:

· Obtaining indemnities from other parties for loss suffered by the Department.

· Obtaining releases from other parties for loss suffered by them as a result of dealing with the Department.

· Requiring other parties to insure the Department’s exposure and their own exposure to the Department, complete with insurer’s agreement to waive rights of recovery against the Department.

STEP 5.
Monitor and Review:
Monitor and review the effectiveness and performance of the risk treatment options, strategies, and the management system and changes which might affect it.

· Each step undertaken should be documented to enable effective monitoring and review.

· Risks and the effectiveness of treatment measures need to be monitored to ensure changing circumstances do not alter the risk priorities.

· Identification, assessment, and treatments must be reviewed to ensure the risks remain relevant and continue to be managed and that any new or emerging risks are identified and managed.

In order to understand risk and monitor performance, managers will be required to maintain records and undertake regular reporting.

· Business Records to be retained by all Managers should include Asset Schedules, Valuations, OH & S recommendations, etc.

Additionally, management will progressively develop, implement and document safe practice procedures and guidelines, dealing with all aspects of the business including office layouts, staff appointments and dismissals, contract negotiations, setting of consultancy briefs, limitations to authority, insurance and claims management, vetting third party contracts, etc.

· Standard Contracts

The Department uses Standard Contracts for purchasing services.   The Manager Approved Procurement Unit is responsible for the clearance of all contracts prior to signing. 

· On-going Risk Management Education

Including regular documentary updates (eg new procedures, legislation etc), seminars and workshops.

· Risk Audits

A rolling series of continuous self and third party audits and safety inspections, using checklists, analysis and positive feedback.

STEP 6.
Communicate and consult:


Communicate and consult with internal and external stakeholders as appropriate at each stage of the risk management process and concerning the process as a whole.

· a communication plan should be developed for internal and external stakeholders early in the planning process.

· communication should be a two-way process involving consultation.

Management is responsible for identifying the existence of risk and undertaking the business of the Department in a manner, which ensures, appropriate management of those risks.

STEP 7.
Performance Indicators

i)
No severe insurable loss to disrupt the Department’s financial position.

ii)
Risk management to be included in the business planning function.

iii)
All new projects (in excess of $100,000 or where a significant risk to the Department exists) to be assessed for risk in accordance with these guidelines prior to initiation.

iv)
Annual assessment of risks to be recorded and acted upon as detailed in the annual Risk Management and Audit Plan.

v) No revenue loss or significant event to disrupt the Department through improper conduct by staff.

vi) No diminishing of the Department’s reputation or standing in the community.

vii) Improved performance rating from the Comcover Risk Management Benchmarking Survey.

Contact officer:

For any assistance with risk management or any aspect of these guidelines please contact:

Ross Barnes

Manager Risk Management and Audit

Ext: 59450

Annex A
identifying and analysing RISK WORKSHEET

	Activity/Project:
	
	Division/Unit:
	

	Completed by:
	
	Date:
	

	Reviewed by::
	
	Date:
	


	Risk No.
	The Risk

What can happen and How it can happen
	The Consequence from an event happening
	Description and Adequacy of Existing Controls
	Likelihood Rating

(a)
	Consequence Rating 

(b)
	Overall Risk Level 

(a+b)
	Risk Priority

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


Annex B

risk treatment and action plan  WORKSHEET

	Activity/Project:
	
	Division/Unit:
	

	Completed by:
	
	Date:
	

	Reviewed by::
	
	Date:
	


	Correlating Ref from Risk  worksheet
	Treatment/Controls to be implemented
	Risk rating after treatment/

controls
	Person responsible for implementing treatment/controls
	Timeframe
	Date Completed
	Risk and treatment/controls monitored/reviewed
	Date completed

	
	
	
	
	
	
	How
	When
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


Communicate and Consult





Establish the Context


The strategic context


The organisational context


Risk management context


Develop criteria


Decide the structure





Monitor and Review





Accept risks





Assess the Risks


Determine existing controls


Determine likelihood


Determine consequence


Estimate level of risk


Prioritise risks for further action





Identify the Risks


What can happen?


How it can happen?





Treat the Risks


Identify & evaluate treatment options


Prepare and implement treatment plans





>7:	Extreme risk 


– detailed action plan required


6,7:	High risk 


– needs senior management attention


5:	Medium risk 


– specify management responsibility


<5:	Low risk


– manage by routine procedures








High or Extreme risks must be reported 


to Senior Management and require detailed 


treatment plans to reduce the risk to Low 


or Medium.
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