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This Reference Sheet has been developed to complement the Queensland Government Information Standards. The information contained in this document may be used as additional reference material by Queensland Government agencies when managing the use of ICT facilities and devices.  Agencies should consider the information provided as reference material and interpret it in the context of their own agency methodologies.


	Example Template - Use of ICT Facilities & Devices Policy


1. Purpose 
[A general statement emphasising the effective use of the internet and email as business, communication and education tools]
2. Scope

[Outlines the users and ICT facilities and devices covered by the policy]
3. Legal Requirements
[Outlines the relevant legal and statutory compliance requirements].
4. Policy Statement
[States the agency’s overall policy in the use of ICT facilities and devices and aligns with IS38, Cabinet endorsed Policy & Principles Statement and approved Code of Conduct].  
5. Security

[This section should refer to the agency’s security policies which specifically relate to the use of ICT facilities and devices and highlights specific issues, eg, information classification and control.  Internet and email restrictions should also be reiterated, eg, mailbox size limits]
6. Access to ICT Facilities and Devices
[Clearly defines issues surrounding access to the agency’s ICT facilities and devices including who has access to what]

7. Authorised and Unauthorised Use
[Clearly articulate what activities will be considered authorised and unauthorised, including examples of such activities]
8. Internet and Email Use
[Covers etiquette and best practice for Internet and email use]
9. Ownership of Material

[Outlines that documents, messages, email and correspondence created, received or stored using the agency’s ICT facilities and devices, are at all times, the property of the agency]
10. Responsibilities and Obligations
[Outlines both agency and employee responsibilities and obligations when using ICT facilities and devices]

11. Training

[Outlines how the agency will address training of employees in the use of ICT facilities and devices.  A sample acknowledgement form is attached]
12. Monitoring

13. External Email Monitoring
[States the agency’s processes and objectives for monitoring ICT facilities and devices]
14. Disciplinary Procedures 
[Clearly identify disciplinary procedures to deal with unlawful or criminal use of ICT facilities and devices, indicate that employees have a right of appeal in relation to an agency undertaking disciplinary action and outlines penalties for misuse]
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