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Introduction

This whitepaper describes the importance of Open Source in the IoT (Internet of Things) world and gives a quick glimpse of the Open IoT Ecosystem comprising - Open IoT Hardware, Open IoT Protocol and Open IoT Platform/Middleware. The objective of this paper is only to provide insight on the Open IoT ecosystem to key business decision and technology leaders, to help them define an effective Open Source IoT strategy.

A comparative study of Open Source hardware platforms helps in selecting the right IoT Open Source hardware platform. Open IoT protocol becomes one of the positive catalysts for IoT growth and its quick adoption. Various alliances are working proactively to standardize the IoT protocol stake.

It is tough to decide which constitutes the best Open Source Platform, as the decision depends on various factors such as - use case type, device type, protocols supported by smart devices, connectivity, and other business-driven requirements including real time analytics, decision making ability, and more. A few of the most popular Open Source IoT middleware/platforms and key decision making information about them are described in this whitepaper.

Abbreviation
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	IoT
	
	
	
	Internet of Things
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	OIC
	
	
	
	Open Internet Consortium
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	World Wide Web Consortium
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	4
	
	
	
	REST
	
	
	
	Representational State Transfer
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	Open Source Software
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	High-Definition Multimedia Interface
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	WSN
	
	
	
	Wireless Sensor Network
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	WPAN
	
	
	
	Wireless Personal Area Networks
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	CoAP
	
	
	
	Constrained Application Protocol
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	LTE
	
	
	
	Long Term Evolution
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	MQTT
	
	
	
	Message Queue Telemetry Transport
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Market Trends & Challenges

There is a tremendous advancement in IoT in recent times. According to CISCO’s projections, approximately 50 billion devices will be connected through the Internet by 2020, and Gartner predicts that the economic impact will amount to nearly $2 trillion. IoT will impact a vast range of industries and applications including media, entertainment, medical, agriculture, manufacturing, consumer electronics, transportation, and energy.

IoT requires a broad-based collaboration of out-of-the-box innovative ways of working and open standards not thought of before. History shows that Open Source always wins and is considered one of the most viable solutions whenever innovation and collaboration are the central focus.

Here are a few examples of Open Source wins:
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Figure 1: Based on the directory of 3,200 Web APIs listed at ProgramableWeb, May-2011 - Open standards gain wider acceptance when compared to proprietary standards.

One of biggest driving factors behind the Internet today is Open Source – Linux, Apache, and Open Standards such as HTTP are the key building blocks. Open Source has become a vital approach in development. Much of the underlying software technology stack in SMAC is Open Source-based. Another interesting trend is that businesses and independent bodies are coming together to solve common problems and ensure inter-operability. It is evident that if we are to get more out of IoT, the world will need a set of core building blocks that anyone can use to develop commercial or internal solutions.
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Fgure 2: Developers would become a key driving force to bring IoT into the mainstream. According to Vision Mobile, the number of developers would be around 4.5 million by 2020.

One of key driving forces behind IoT would be the developers. They are the ones who will really bring IoT into the mainstream. It is common knowledge that developers prefer Open Source technology over propreitory approaches, and many of the IT and non IT leaders such as Eclipse, Samsung, ARM, and others, are investing heavily in Open Source. They attract developers by making things as simple as possible through a variety of Open Source frameworks, development tools, debugging, and troubleshooting tools.

Looking at the massive popularity of OSS, Microsoft, a proprietary and licensed-based technology giant has started focusing on engaging with developers by adopting an Open Source policy and providing interoperability support with other leading embedded operating systems such as Linux, iOS, and others. Microsoft provides the .NET micro framework as Open Source and provides Visual Studio Express and other developer troubleshooting tools for free. Microsoft has also joined AllSeen Alliance, one of the leading consortiums defining an open communications standard for IoT, and also provides support for the “AllJoyn” protocol in Windows-10.

An Open Source IoT Ecosystem

The current IoT industry provides a lot of proprietary solutions that are focused on single industries. However, in the past 2 years or so, a substantial amount of work has been done to create an open IoT ecosystem that will break down these proprietary solutions.

Along with Samsung, Intel, and GE, many other big technology players have realized that IoT will be the next big revenue opportunity for all players - government and public, and enterprise and consumer-focused, but this will happen only if all players work together and adopt an open approach.

The open IoT ecosystem consists of three core components:

1) Open Hardware

2) Open Protocols

3) Open Source Software & Development Tools
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Figure 3: Open IoT hardware, Open IoT Protocols and Open IoT platforms are key components of an Open IoT ecosystem

An Open IoT ecosystem will unlock the possibilities of IoT and will enable cross-industry communication to ensure a more connected world. An Open IoT ecosystem can turn IoT into a game changer by enabling cross-device communication across platforms. It could change the world economy and give rise to new business models unthought of before.

Open Source IoT Hardware

One of the major driving forces that will take IoT mainstream is Open Source hardware. Open Source hardware has removed barriers to innovation, which was not possible before due to unavailability or because proprietary hardware was too costly for developers to experiment on. Only enterprise companies were able to afford developing M2M applications using such proprietary hardware. Thanks to a large Open Source community and to technology advancement, Open Source hardware is now available at a low cost and in optimized sizes. Developers, startups, and small organizations can afford to play with and develop new innovative solutions that were never possible before.

When we talk about cheap, Open Source hardware, there are a ton of options to choose from. Here are a few of the most popular boards. Each of these have their own strengths and weaknesses, and certain platforms are better for certain types of projects more than others.

	
	Arduino
	Raspberry
	BegalBone Black
	Netduino

	
	
	Pi(Model B)
	
	

	Processor
	ATMega 328
	Arm11
	AM335x
	Atmel 32-bit

	Speed
	16MHz
	700MHz
	1GHz
	48 MHz

	RAM
	2Kbyte
	512MB
	512MB
	60 KB
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USB
	n/a
	2
	1
	1

	Audio
	n/a
	HDMI,Analog
	HDMI
	Analog

	Video
	n/a
	HDMI,Analog
	Mini-HDMI
	Analog

	Ethernet
	n/a
	10/100
	10/100
	n/a

	I/O
	14 GPIO, 6 10-bit
	8 GPIO
	69 GPIO, LCD,
	14 GPIO, 6 10-bit

	
	analog
	
	GPMC,
	analog

	
	
	
	MMC1,MMC2,
	

	
	
	
	7AIN, 4 Times, 4
	

	
	
	
	Serial Ports, CAN0
	

	Size
	2,95’’ x 2.1’’
	3.37’’ x 2.125’’
	3.4’’x 2.1’’
	2.8’’ x 2.1’’

	Operating System
	n/a
	Linux
	Android, Linux,
	Window, Linux

	
	
	
	Windows, Cloud9,
	

	
	
	
	CE, etc
	

	Dev Evn/ToolKits
	Arduino IDE
	Linux, IDLE,
	Python, Scratch,
	Visual Studio

	
	
	OpenEmbedded,
	Linux, Eclipse,
	Express, .Net

	
	
	QEMU,
	Android ADK
	Micro Framework

	
	
	Scratchbox,
	
	4.1

	
	
	Eclipse
	
	

	Cost
	$29.95
	$35
	$45
	$35


The below table is a quick comparision of Open Source IoT hardwares

	Type
	
	Advantages
	
	Disadvantages
	Best For

	Ardunio
	- Low cost
	- No GUI support
	Good for beginners and

	Uno
	-
	Small size
	-
	No built-in OS
	Single Purpose Projects

	
	-
	Low power consumption
	-
	No multi processing
	e.g.

	
	- More support for interfacing
	-
	Unable to handle complex
	- Build mosquito killer

	
	
	with external sensors and
	
	processing wherein a lot
	- Make your own voice-

	
	
	other electronic interfaces
	
	of computing power is
	controlled light

	
	- Simple and easy to learn
	
	required
	

	
	-
	Excellent community
	- Takes a little while to get
	

	
	
	support
	
	to using something
	

	
	- Supported with Open
	
	without GUI support
	

	
	
	Source software
	
	
	

	Raspberry
	-
	Medium cost
	-
	Limited options to
	It is best suited for projects

	Pi
	-
	Tiny computer supported
	
	interface with external
	that require a Graphical

	
	
	with Linux-OS via SD card
	
	sensors, buttons and other
	Interface or connectivity

	
	- Built-in support of HDMI
	
	electronic gadgets in your
	with the Internet; it is a

	
	
	port & 2 USB ports
	
	home like lights, door
	preferred board for

	
	- Built-in Ethernet port makes
	
	locks, etc
	multimedia projects like an

	
	
	connectivity easy with the
	-
	Cumbersome installation
	XBMC Media Center or an

	
	
	Internet
	-
	Higher power
	all-in-one retro game

	
	- Less support for external
	
	consumption
	center.

	
	
	sensors or other electronic
	
	
	

	
	
	interfaces
	
	
	

	BeagleBone
	-
	Comparatively higher cost
	- Doesn’t have as many
	The easiest way to describe

	Black
	-
	Built-in OS support
	
	USB ports as the
	BeagleBone Black is as a
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	-
	Excellent support for
	Raspberry Pi
	combination of Raspberry

	
	
	interfacing with external
	- Community is strong but is
	Pi and Arduino Uno. it is

	
	
	sensors and other electronic
	not as strong as Raspberry
	perfect for advanced

	
	
	gadgets
	Pi
	projects that interface with

	
	-
	Built-in Ethernet port
	- It is for advanced and
	the real world.

	
	
	makes connectivity easy
	serious developers
	

	
	
	with the Internet
	- Need a little effort to learn
	

	
	- No external monitor needed
	as it is not as easy as
	

	
	
	to setup
	Raspberry Pi and Arduino
	

	Netduino
	-
	Comparatively higher cost
	- No default hard real-time
	The Netduino ecosystem

	
	- Built-in Window and .NET
	support
	should more appropriately

	
	
	supports
	- Performance overheads
	be called the .Net Micro

	
	-
	Built-in Ethernet port -
	due to interpreted code
	Framework (NETMF)

	
	
	makes connectivity easy
	- Community is not as
	ecosystem. It is the best

	
	
	with the Internet
	strong as others
	board for a .NET developer

	
	- Microsoft Tools like Visual
	
	who wants to develop

	
	
	Studio IDE, other .NET tools
	
	.NET-based IoT

	
	
	support
	
	applications.

	
	-
	Multithreading support; full
	
	

	
	
	debugging support
	
	


Open IoT Protocols

Wireless Sensor Networks (WSN) and Wireless Personal Networks (WPAN) came into existence in the mid 1990s. Both provide capabilities to build self-organizing networks of smart objects which can interact with the physical world around. However, most of the WSN and WPAN scenarios today use proprietary wireless protocols such as ZigBee and Z-Wave. These proprietary protocols are dependent on Gateways to translate proprietary protocol to IP networks e.g. Smartphones and Smart Watches that typically act as a gateway or mediator.

In recent years, efforts have been made to incorporate the IP protocol stack into smart objects. Since the requirements of smart objects differ from those of the usual Internet participants of today, IP stacks have to be adapted. This has to be done such that a transparent end-to-end connection between devices over the Internet is achieved. For this purpose, various protocols and technologies like 6LoWPAN (IPv6 Low Power wireless Personal Area Networks), ROLL (routing over lossy links), and CoAP (Constrained Application Protocol) are in the process of being standardized by the Internet Engineering Task Force (IETF). On the M2M side, standardization processes driven by the European Telecommunications Standards Institute (ETSI) aim to prepare LTE networks for massive low-throughput non-human communications, and therefore full IP connectivity in individual things.
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Figure 4: Typical IP Smart Objects Protocol Suite compared with the Standard Internet Protocol Suite (TCP/IP)

Open IoT Alliances and Other Protocols

Apart from the IETF standards-based initiatives, there are several other protocols in various stages of discussion, development and implementation.

1. MQTT is a M2M/IoT connectivity protocol. It was designed as an extremely lightweight publish /subscribe messaging transport. MQTT 3.1.1 has now become an OASIS standard.

2. Google brings a new protocol “Thread”. Built on well-proven standards, including IEEE 802.15.4, IETF IPv6 and 6LoWPAN, Thread represents a resilient, IP-based solution for the rapidly growing IoT security.

3. AllJoyn: The open source AllJoyn protocol was initially developed by Qualcomm and first presented at the 2011 Mobile World Congress in Barcelona. AllJoyn provides tools for the entire process of connecting and maintaining devices on a Wi-Fi network. Manufacturers can use the AllJoyn framework to create their own custom apps for onboarding devices onto a Wi-Fi network, complete with control and notification services.

4. OIC: Intel announced its Open Interconnect Consortium, boasting Atmel, Dell, Broadcom, Samsung, and Wind River as members and is speaking simultaneously of competition with Qualcomm and collaboration with the Open Source community.

Open Source IoT Platforms and Development Tools

There are a variety of open source tools/frameworks/services/platforms available, and being developed. It may not be possible to compare these tools with each other as their applicability will vary according to the needs and typical use case. One tool may best fit a scenario but may not be good in another. Here are the most popular Open Source tools/frameworks/services/platforms which may be applicable in most scenarios and which are supported with various IoT protocols, including languages and development tools with excellent support from an Open Source community. There is no scientific
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formula behind choosing these IoT platforms; they are chosen based on the highest community support, ecosystems, IoT protocols supported, and the number of languages supported with excellent development tools.

· Red Hat JBoss A-MQ

· Ecllipse IoT

· WSO2
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Red Hat JBoss A-MQ

Type: IoT Platform Middleware
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JBoss A-MQ is extensible, and can either be deployed alone or with embeddable deployments while supporting multiple protocols and platforms.
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	Language
	
	Messaging Protocol

	Java, C, C++,JavaScript, .NET
	
	MQTT, AMQP, STOMP, OpenWire, WebSocket

	Native Capabilities
	
	Top Use Cases

	-
	Messaging
	-
	Transportation

	-
	Analytics
	-
	Medical

	-
	Web Services
	-
	Smart Service Sector/Retail

	
	
	
	
	-
	Smart Supply Chain/Manufacturing

	
	
	
	
	-
	Smart Grid/City/Utility

	
	Hosting Option
	
	
	Notable Customer:
	

	
	
	
	
	-
	Etrade
	

	
	-
	On-Premise
	
	
	
	
	

	
	
	
	
	
	-
	Specsavers
	

	
	
	
	
	
	-
	Vodafone
	

	
	
	
	
	
	-
	Sabre
	

	
	
	
	
	
	-
	Meteorcomm
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Strengths

1. Support for multiple protocols (MQTT, XMPP, STOMP, AMQP and more)

2. Support for multiple platforms (Red Hat Enterprise Linux, Windows, Solaris, AIX)

3. Lightweight footprint: stand-alone or embeddable deployment options

4. Open Source - community powered innovation
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Eclipse IOT

Type: IoT Platform Development Tools & Services
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Eclipse IoT provides extensible runtimes and services, enabling IoT/M2M application; also provides development tools IDE and excellent community support.
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	Language
	Messaging Protocol

	Java, lua
	MQTT, CoAP, OMA-DM, OMA-LWM2M

	
	

	Native Capabilities
	Top Use Cases

	-   Device Management
	-   Home Automation
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	-
	M2M Gateways
	-
	Industrial Automation

	-
	Data Services
	-
	Fleet Management

	-
	Web Services
	-
	Healthcare

	
	
	-
	Smart Supply Chain/Manufacturing

	
	
	-
	Smart Grid/City/Utility

	Hosting Option
	Notable Customer:

	
	-
	Obeo

	-
	On-Premise
	
	

	
	
	-
	Eurotech

	
	
	-
	BIRT Company
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Strengths

1. Provides various tools, frameworks and services for developing IoT/M2M application

2. Includes Open Source implementation of IoT protocols and also includes “lua” supported IDE

3. Provides sandbox environment for experimenting with tools and a live demo

4. Open Source - community powered innovation and supported with a very strong ecosystem including IBM, Oracle, Eurotech, Deutsche Telekom and 2lemetry, etc.
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WSO2 Platform

Type: IoT Platform Middleware
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WSO2 provides a modular, Open Source platform for device management and analytics, based on a single consistent codebase.
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	Language
	Messaging Protocol

	Java & JavaScript
	MQTT, AMQP & XMPP

	Native Capabilities
	Top Use Cases

	-
	Device Management
	-
	Environment

	-
	M2M Gateways
	-
	Transportation

	-
	Data Services
	-
	Medical

	-
	Analytics
	-
	Smart Service Sector/Retail

	-
	Web Services
	-
	Smart Supply Chain/Manufacturing

	Hosting Option
	Notable Customer

	
	-
	Trimble

	-
	Hosted
	
	

	
	
	-   T-Systems Connected Car

	-
	On-Premise
	

	
	
	-
	Pacific Controls
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Strengths

1. Creates and monitors managed APIs that interact with IoT devices

2. MQTT support: lightweight M2M communications integrated into ESB and APIs

3. Real-time event processing of up to 1 million events/second on commodity hardware

4. Device management for Raspberry Pi, Linux, Android; portable to other platforms
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Conclusion

History shows us that Open Source always wins and is considered to be one of most viable solutions when innovation and collaboration are the central focus. Open Source IoT Platforms are going to reduce
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time to market, and increase the productivity and quality of IoT app development. Startups, developer communities, and well established IT and non IT players are developing new platforms or contributing to existing Open Source platforms by enriching them with more and relevant features. So, it is indeed worth considering an Open Source IoT ecosystem when defining IoT-specific solutions. The comparative study of Open Source IoT platforms in this whitepaper may help you define the right IoT platform strategy for your organization.
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